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OIIPEJAEJIEHUSA

B HacrosiemM NTOKyMEHTE UCIOJb3YIOTCS CIEAYIOIINE TEPMUHBI U X OIpeJie-
JICHUS.

ABTOMATHU3MPOBAHHASl CHCTEMA — CHCTEMa, COCTOSIas W3 IMEpCOHAIA U
KOMILJIEKCA CPEJICTB aBTOMATHU3allUU €T0 JIESITENbHOCTH, pean3yroias uHbopmalu-
OHHYIO TEXHOJIOTHIO BBIMIOJHEHUS YCTAHOBICHHBIX (PYHKIIUM.

AyTeHTH(UKAIMA OTHPABUTENS JAHHBIX — TMOJTBEPKICHUE TOTO, YTO OT-
MPaBUTENb MMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3a5IBIICHHOMY.

be3onacHOCTh NMEePCOHANBHBIX TAHHBIX — COCTOSIHAE 3alIUILEHHOCTH MEPCO-
HaJbHBIX JIAHHBIX, XapaKTEPU3yeMO€ CIOCOOHOCTBHIO MOJIb30BATENICH, TEXHUUYECKHUX
CPEeACTB MU HH(POPMAIIMOHHBIX TEXHOJOTUU 00ecneduTh KOH(MUIICHIIMAIBHOCTD, 1Ie-
JIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JAHHBIX MPHU UX 00paboTKe B MHPOpMAIIU-
OHHBIX CUCTEMaX NEPCOHAIIbHBIX TAHHBIX.

BbuomMerpuyeckue nepcoHaJbHbIE JaHHbIE — CBEACHUS, KOTOPHIE XapaKTepH-
3YIOT (pr3noaoruueckue 0COOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX MOXKHO ycCTa-
HOBUTH €r0 JIMYHOCTH, BKJtOYast (hoTorpaduu, OTIEYaTKH NajbleB, 00pa3 CeTYATKU
rj1a3za, 0COOCHHOCTH CTPOEHUS Tella U JIPYTyIo MoJ00HYI0 HH(OpMAIIHIO.

BiokupoBaHne nmepcoHAJbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CHUCTEMAaTU3AlluY, HAKOIUIEHUS, HCIOJIb30BAHUS, PACIPOCTPAHEHHUS, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX NIEPEJAYU.

Bupyc (kKoMNbHOTepHBIH, MPOrpaMMHBIN) — HCIIOJHICMBIH MPOrPaMMHBIH
KO/l WJIM MHTEPIPETUPYEMBbI Ha0Op MHCTPYKIIMIL, 00J1a1atonii CBOMCTBAMU HECAHK-
[IHOHUPOBAHHOTO PACIPOCTPAHECHUSI U caMoBocIpou3Benenus. Co3manHbie qyOJnUKa-
Tl KOMIIBIOTEPHOTO BHPYCa HE BCErJa COBIAJAIOT C OPUTMHAIIOM, HO COXPAaHSIOT
CIIOCOOHOCTb K JTalibHEHIIIEMY PacpOCTPAHEHUIO U CAMOBOCITPOU3BEICHHUIO.

BpenoHocHasi mporpamMma — nporpamma, NpeJHa3HA4YeHHas I OCYIIECTB-
JICHHUSI HECAHKIIMOHUPOBAHHOTO JOCTyrma W (MJM) BO3JCHUCTBUS HAa IEPCOHAIBHBIC
JaHHBIE WIN pecypchl UHPOPMAIIMOHHOM CUCTEMBI MEPCOHATBHBIX JaHHBIX.

Bcenomorare/ibHbIe TEXHUYECKHE CPEeICTBA U CUCTEMbI — TEXHUYECKHUE CPEA-

CTBa U CUCTCMBI, HC IIPCAHASHAYCHHBIC OJIA IICPCOauH, O6pa6OTKI/I M XpaHCHUA IICPCO-
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HaJIbHBIX NAHHBIX, YCTAaHABJIMBACMbBIC COBMCCTHO C TCXHUYCCKHUMH CPCIACTBAMY. ‘:@,.y-’\c
CTeMaMu, MPCAHA3HAYCHHBIMU I O6pa6OTKI/I NEPCOHATBHBIX JAaHHBIX WJIIK B IIOMC-
HICHUSIX, B KOTOPBIX YCTaHOBJICHbI WH(OPMAIIMOHHBIE CHUCTEMBI MEPCOHAIBHBIX
JaHHBIX.

JlocTyn B onepanyoHHYI0 cpeny KoMnbioTepa (MH(pOpMAIMOHHON CHCTe-
MbI MEPCOHAIBHBIX JAHHBIX) — MOTyYCHHE BO3MOXKHOCTH 3aITyCKa HA BBIITOJIHE-
HHE TITATHBIX KOMaHJI, (PYHKIIMH, TIPOIIEIYpP ONECPAIMOHHON CHCTEMBbI (YHIUTOXE-
HUS, KONMPOBAHMUS, TMEPEMEIICHUsI U T.II.), MCIONHACMBIX (HaiijioB TMPHKITIHBIX
IIPOrpamMM.

Joctyn k uHGpopMammm — BO3MOXHOCTb MOTy4eHUs] HH(OPMAIU U €€ HC-
IIOJIb30BaHUs.

3aki1a104HOe YCTPOMCTBO — JIEMEHT CPEJICTBA CheMa MH(OpMAIIH, CKPbIT-
HO BHE/PSIEMbIi (3aK/IabIBACMbIi MJIM BHOCHMBbII) B MECTa BO3MOXKHOI'O CheMa HH-
¢opmarmu (B TOM YHCIIE B OrpaK/ICHUE, KOHCTPYKIIMIO, 000PYIOBaHKE, TPESIMEThI
VHTEPbEPA, TPAHCIIOPTHBIE CPEJCTBA, & TAKKE B TEXHUUECKUE CPEICTBA U CUCTEMBI
00paboTku nHPOpMAIH).

Jammiaemasi ungopmanms — nHGopMaIWs, SBISIOIIAACS PEIMETOM CO0-
CTBEHHOCTH Y MOJJIeKaIllasi 3al1UTE B COOTBETCTBUHU C TPEOOBaHUSIMH ITPABOBBIX J10-
KyMEHTOB WJIM TPeOOBAHUSIMH, YCTAaHABIMBAEMBIMA COOCTBEHHUKOM MH(DOpMAIIHH.

Npentunduxanus — nprucBoeHre cyObekTaM U 00BEKTaM J0CTyIa WACHTU(DU-
karopa ¥ (HIM) CpaBHEHHE MPEIBSBISIEMOrO HICHTU(UKATOpA C TIEPESUHEM TIPUCBO-
€HHBIX UJACHTU(PHUKATOPOB.

NudopmaTBHBIN CUTHAJ — JIEKTPUUECKUE CUTHAJIBI, aKyCTUYECKUE, K-
TPOMarHuTHBIC U ApPYyTrve (PU3NUECKUE TOJs, MO TMapamMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KOH(UICHITMATbHAs nH(opMaIms (TIepCoHATbHBIC TaHHbIC) 00padarhiBa-
eMasi B UHPOpMaMOHHOW CUCTEME TIEPCOHATIbHBIX IAHHBIX.

Nudopmanuonnas cucremMa mnepcoHajdbHbIX AaHHbIX (MCIIIH) — uadop-
MAalMOHHAsl CHCTEMA, TPEACTABIAIOMAs COOOH COBOKYHMHOCTH IEPCOHANBHBIX JIaH-

HBIX, COACPIKAIINXCS B 0aze JaHHBIX, a TAKXKC I/IH(l)OpMaI_[I/IOHHBIX TEXHOJIOTUH U TEX-
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HUYECKUX CPEACTB, MO3BOJSIOLIMX OCYLIECTBISATh 00pPaOOTKY TaKUX MEPCOH NN

&

JaHHBIX C HMCIIOJIB30BAHHUCM CPCACTB aBTOMATHU3allH HWJIN 0e3 MCIOJIb30BaHUI TaKUX
CPEIICTB.

HndopmanoHHbie TEXHOJIOTHH — TIPOIECCHI, METO/IBI TIONCKA, cOOpa, Xpa-
HEeHus, 00pabOTKH, TPEIOCTABICHHS, PACIIPOCTpAaHEHHUs] MH(OPMAIMK U CIIOCOOBI
OCYIIIECTBJICHUS TaKUX MPOIECCOB U METOJIOB.

Hcnoab3oBaHue NMEePCOHAJBHBIX JAHHBIX — JciicTBUs (Omepaiun) ¢ mepco-
HaJIbHBIMH JaHHBIMH, COBCPIIACMBIC OIICPATOPOM B LCIIAX HNPHUHATHA peIHCHI/Iﬁ J5MI041
COBCPIICHHA HHBIX HeﬁCTBHﬁ, MMOPOKIAIIUX IPUINIYCCKUC ITOCICACTBUA B OTHO-
IIeHUn CY6’BGKT3 NEPCOHATIbHBIX NAHHBIX WJIW JAPYIUX JINII, JIN0O MHBIM 06p330M 3a-
TparuBarOmux IipaBa U CBO6OI[BI CY6T)€KT& NEPCOHAJIBHBIX JAHHBIX WJIW APYTUX JIALL.

Hcrounux yrpo3sl 0e3onacHocTy uHGpopMammm — CyOseKT JIOCTyIa, MaTe-
pPUATBHBIA O0BEKT WM (PU3UYECKOE SIBJICHHUE, SBJIIOIIMECS MPUYMHON BO3HUKHOBE-
HUS yrpo3bl 0€30MaCHOCTU MH(OPMALIHH.

KonTtposmpyemast 30Ha — POCTPAHCTBO (TEPPUTOPHSI, 3TaHKE, YacTh 3IaHVIS,
TIOMEIICHHE), B KOTOPOM UCKITFOUYEHO HEKOHTPOJIMPYEMOE MPEObIBAHNE TIOCTOPOHHHX
JIMII, @ TAKXKE TPAHCIIOPTHBIX, TCXHIIESCKMX Y MHBIX MaTepPUATbHBIX CPEJICTB.

KoHpuieHIUATBLHOCTh MEePCOHAJIBHBIX JAAHHBIX — 00SB3aTENBHOE ISl CO-
OJFOZICHHST OTIEPATOPOM MITM MHBIM TIOIYYHUBIIMM JOCTYII K TIEPCOHATBHBIM JTAHHBIM
JIMIIOM TpeOOBaHUE HE JOIMYCKAaTh UX PACIPOCTPaHEHHE Oe3 coracus CyOheKTa Tep-
COHAITHHBIX IAHHBIX WM HATYHS MTHOTO 3aKOHHOTO OCHOBAHWIS.

MeskceTeBol IKpaH — JIOKaIbHOE (OHOKOMITOHEHTHOE) MM (PYHKIIHOHAITb-
HO-PAaCIIPE/ICICHHOS MPOrpaMMHOE  (IIpOrpaMMHO-aIapaTHoe) cpencrso  (Kom-
TUICKC), pean3yroIee KOHTPOITh 32 MH(OpMaIeH, MOCTYIArome B HHOpPMAIFOH-
HYIO CHUCTEMY TIEPCOHATBHBIX JTAHHBIX M (WJIH) BBIXOMAINCH W3 MH(POPMAIOHHON
CHCTEMBEL.

Hapymmmrens 6e30MacHOCTH NMEPCOHATBHBIX AAHHBIX — (PU3MYECKOe JHIIO,

CITy4allHO WJIM MPETHAMEPEHHO COBEPILIAIOIIEE ICHCTBUS, CIIEICTBUEM KOTOPBIX SIBJISI-
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eTcst HapyIICHHE OE30MAaCHOCTH MEPCOHANBHBIX JAHHBIX IPU UX 00paboTKe TC.
CKMMH CPEZICTBaMK B MH()OPMAITMOHHBIX CUCTEMAX MEPCOHATIBHBIX TAHHBIX.
HeaBTOMaTH3l/IpOBaHHaH OﬁpﬁﬁOTKa IMEPCOHATBHBLIX JAHHBIX — o6pa60TKa
IICPCOHAIbHBIX AJAaHHBIX, COACPZKAIIMUXCIA B HH(I)OpMaHI/IOHHOfI CUCTCMC IICPCOHAJIb-
HBIX JaHHBIX JIN0O0 W3BJICYCHHBIX U3 TaKOU CHUCTEMBI, CUHNTACTCA OCYIHCCTBHGHHOﬁ
0e3 UCIOJIb30BaHMsI CPEJCTB aBTOMATH3AIMKA (HEAaBTOMATH3MPOBAHHOM), €CIIM TaKHe
HeﬁCTBHH C INCPCOHAIBHBIMU JaHHBIMU, KaK HCIOJb30BAHUE, YTOYHCHHC, pPaCIIpPO-
CTPAHCHHUC, YHUUTOKCHUC TICPCOHAIBHBIX TAHHBIX B OTHOHICHHWH KaXX/I0TO H3 CY6’B'

CKTOB INCPCOHAJIBHBIX AAHHBIX, OCYHICCTBJIAIOTCA IMPH HCIIOCPCACTBCHHOM YYdaCTHUU

YEeII0BEKa.

HenexnapupoBanHble BO3MOKHOCTH — (YHKIMOHAJIBHBIE BO3MOXKHOCTHU
CPECTB BBIYUCIIUTENIHHON TEXHUKH, HE OMHUCAHHBIE WM HE COOTBETCTBYIOIIME OIH-
CaHHBIM B JIOKYMEHTALIUH, TIPH HCIOJIb30BAHUM KOTOPBIX BO3MOXKHO HapyIICHUE
KOH(PUICHIMAITLHOCTH, JTOCTYITHOCTH WJIM IIEJIOCTHOCTH OOpabarbiBaeMor HHMOP-
MaIIUH.

HecaHKIMOHUPOBAHHBIN H0CTYN (HEeCAHKIMOHHPOBAHHbIE JIEHCTBHS) —
J0CTYyN K MH(OpMALUK WK AeiCTBUS ¢ MH(OpMaIHel, Hapyllaroliye MpaBuiia pas-
rpaHUYEHHs JJOCTYIIA C UCTIOJIL30BAaHUEM IITATHBIX CPEJCTB, MPEIOCTABIAEMbIX UH-
(opMallMOHHBIMUA CUCTEMAMU MEPCOHATBHBIX TAHHBIX.

Hocurean undopmanuu — Guznieckoe JMIO WIK MaTepUalIbHbIN OOBEKT, B
TOM uMcie U3MUEcKoe MoJie, B KOTOPOM MH(OpPMALHS HAXOIUT CBOE OTPaKCHUE B
BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUECKUX PEILEHUI U MPOLIECCOB, KOMYe-
CTBEHHBIX XaPaKTEPUCTUK (PU3UUECKUX BEITUUHH.

O6e3MuMBaHNe MEPCOHAIbHBIX JAHHBIX — JCHCTBHS, B PE3yJabTaTe KOTO-
PBIX HECBO3MOKHO OIIPCACIUTh INPHHAMICKHOCTL IICPCOHAIIBHBIX AAdHHBIX KOHKPCT-
HOMY CY6’BGKTy INCPCOHAJIbHBIX JaHHBIX.

O06padoTKa MepCcOHAIBHBIX JAHHBIX — JICHCTBHS (Orepalin) ¢ TepCoHab-
HBIMH JTAHHBIMH, BKJIFO4asi COOp, CUCTEMAaTU3Aalliio, HAKOIUIEHUE, XpaHEHUEe, YTOUHe-

Hre (OOHOBJICHHME, M3MEHCHHME), MCIIOJIb30BaHKE, PaclpocTpaHeHue (B TOM YHMCIIC
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nepezady), 0Oe3MMYMBaHKE, ONOKMPOBAHUE, YHHUTOKCHHE MEPCOHATHHBIQER
HBIX.

OﬁmeI[OCTyHHLIe MEPCOHAJNBbHBIC NaHHbIE€ — IICPCOHAJILHBIC JaHHBIC, JOCTYII
HEOTPAHUYEHHOTO Kpyra JHIl, K KOTOPbIM MPEIOCTaBIEH C corjacus cyObeKTa mep-
COHAJIbHBIX JaHHBIX HMJIM Ha KOTOPBIC B COOTBCTCTBHUU C (l)ellepaHBHBIMI/I 3aKOHaMH HEC
pacmpocTpaHseTcs TpeboBaHUE COOMIOICHUS KOHDUACHIIMAITBHOCTH.

Omneparop (nmepcoHaNbHBIX AAHHBIX) — TOCYAPCTBEHHBIM OpPraH, MyHHIIH-
NajbHBIA OpraH, IOPUANYECKOS WM (PU3HUCCKOE JIMIO, OpraHusyomiee u (uim)
OCYIIECTBIISIIOIIEe 00pabOTKY MEPCOHANIBHBIX JaHHBIX, a TAKXKE OIMPEACIISIONINE 11e-
JIM ¥ COZIEpyKaHre 00pPadOTKHU TIEPCOHAIBHBIX IAHHBIX.

Texnuyeckue cpeacrsa MHGPOPMALMOHHON CHCTEMbI NEPCOHAJBLHBIX
JAHHBIX — CPEJICTBA BHIYUCIUTEIBHON TEXHUKH, HHPOPMAIMOHHO-BBIYMCIIUTETHHBIC
KOMIUIEKCHI M CETH, CPEACTBA U CUCTEMbI Iepenadyu, nmpuema u oopadorku [1/1x
(cpencTBa M CHCTEMBI 3BYKO3AIKMCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BEACHUS, TIEpe-
TOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA U3TOTOBIICHUS, TUPAKUPOBAHHS
JTOKyMEHTOB W APYTMe TEXHUYECKHE CPENICTBA OOPaOOTKH PeueBOM, TpaduyuecKoi,
BHUJICO- M OYKBEHHO-IIM(POBOI MH(POPMAIHH), IIPOrpaMMHBIC CPEICTBA (OIepaIiioH-
HBIC CHCTEMBI, CHCTEMBI YIIPABJICHUS 0a3aMu JIJaHHBIX U T.I1.), CPEICTBA 3allIUThI UH-
(popmariuu, npuMeHsieMble B UH()OPMAITMOHHBIX CUCTEMAX.

IMepexBar (uHpOpMANMK) — HEIPABOMEPHOE TOJydeHUE UHPOPMAIUU C HUC-
MMOJIb30BAHUEM TCXHHUYCCKOI0 CPCACTBA, OCYHICCTBIIAIOMICTO O6H3pY)KCHI/IC, IIpUcM H
00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepconanibHble JaHHBbIE — JTI00as MH(OpPMALUS, OTHOCSIIASICS K OMpPEAesICH-
HOMY WJIH OIpPEAEIIeMOMY Ha OCHOBAaHUU Takoll mMHGopMaluu (GU3NYeCKOMY JIUILY
(cyOBeKTy MmepcoHaIbHBIX JAHHBIX), B TOM YHCJIE €ro (paMIINs, UMs, OTYECTBO, IO/,
MECSIIl, JIaTa ¥ MECTO POXICHHS, aapec, CEMEWHOe, COIMAIbHOE, WMYIIECTBEHHOES
MOJIOXKEHUe, o0pa3zoBanue, mpodeccus, 10X0Ibl, Apyras HHGOpMaIIHs.

IToO6ouHBIE IJNICKTPOMATrHUTHBIC HU3JIYYCHUA M HABOAKH — JSJICKTPOMArHHT-
HbIE M3JIYyYEHHUS TEXHUYECKUX CPEJCTB 0O0paOOTKU 3amuiaeMord mHdOpMaluu, BO3-

HUKarOImMMUEC KaK 1MoOOYHOE SBJICHUE U BHI3BAHHBIC QJICKTPUICCKUMU CHUI'HAJIaMHU, ,ueﬁ-
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CTBYIOILIMMH B MX JJICKTPUYICCKHX M MarHUTHBIX LCISIX, & TAKXKE JICKTPOMATT: d
HABOJIKM 3THX CUTHAJIOB Ha TOKOMPOBOSIINE TUHUU, KOHCTPYKIIUU U I[ENU MUTAHUSL.

IonuTNKa KYUCTOrO CTOJIA» — KOMIUIEKC OPraHU3aIlMOHHBIX MEPONPUSITHUH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alKUChIBAaHUS Ha OyMa)kHbI€ HOCUTENU KIIOUeH U aT-
puOyTOB focTyma (Maposiei) U XpaHeHHs UX BOJU3H 00bEKTOB JOCTYIIA.

IHoab3oBaTes b MHGPOPMANMOHHONH CHUCTEMBI MEPCOHAIbHBIX JAHHBIX — JIU-
110, y4acTBytoliee B (DYHKIIMOHUPOBAHUN WHPOPMAIIMOHHON CUCTEMBI MEPCOHATBHBIX
JAHHBIX WJIN UCTIOJB3YIOIEe PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHMYeHHs JOCTYNA — COBOKYIMHOCTh MpPaBUJI, pEriIaMEHTHU-
PYIOLIUX IIpaBa JOCTyNna CyObEeKTOB AOCTYIA K 00bEKTaM JOCTYTIA.

IIporpaMmmHas 3akjiaaka — KOJ MpPOrpaMMbl, MPEeIHAMEPEHHO BHECEHHBIN B
MpOorpaMMy C LEJbI0 OCYIIECTBUTh YTEUKY, U3MEHUTH, OJOKHPOBATH, YHUUTOXKUTH
MHQOpMALIMIO WIM YHUYTOXHUTH U MOAUDUIIMPOBATH MPOrpaMMHOE OOECIEeueHHE
UH(POPMAITMOHHON CHCTEMBI NMEPCOHATBHBIX JaHHBIX U (MJIM) OJOKMpPOBATH aIlmmapar-
HBIE CPEJICTBA.

IIporpammHuoe (MporpaMMHO-MaTeMaTHYeCKoOe) BO31elCTBUE — HECAHKITH-
OHUPOBAHHOE BO3JICMCTBUE HA PECYpPChl aBTOMATU3WPOBAHHOW MH(OPMAIIMOHHON CH-
CTEMBI, OCYIIECTBIISIEMOE C UCIIOJIBb30BAHUEM BPEIOHOCHBIX TPOTPAMM.

PackpbiTHe MepCOHANBHBIX JAaHHBIX — YMBIIUICHHOE WK CIIy4yalHOE Hapy-
IEHUE KOHPUIECHIIUATBHOCTH MEPCOHATbHBIX JaHHBIX.

PacnpocTrpaHenne nepcoHa/JIbHBIX JAHHBIX — JICHCTBUS, HAIpaBJICHHBIEC Ha
nepeaavdy MepCOHANIBHBIX JIAHHBIX OINPEACICHHOMY Kpyry Jinil (mepenada mepco-
HAJIBHBIX JAHHBIX) WIK HAa O3HAKOMJICHHWE C TICPCOHAIBHBIMH JaHHBIMH HEOTPAHHU-
YEHHOTO KpyTra Jull, B TOM YHUCJE€ OOHApOJOBaHWE NMEPCOHAIBHBIX JAHHBIX B Cpei-
CTBaX MacCOBOU uHpopmaruy, pa3MelIeHue B MH(POPMAIIMOHHO-
TEIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEJOCTaBICHUE JOCTyNa K MEPCOHAIbHBIM
JAHHBIM KaKUM-JTMOO UHBIM CIIOCOOOM.

Pecypc nundgopmManmoHHOM CHMCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,

MPUKIIAHOTO WIKM amnmnapaTHoro odecrnedyeHus (yHKIHMOHHPOBAHUS HH(GOpPMAIMOH-

HOU CUCTEMBL.
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HbI€, KaCaroIINECS PACOBOM, HAIIMOHAIIbHOW MPUHAJICKHOCTH, TOJTUTUYECKUX B3IJIs1-

JIOB, PEJIUTUO3HBIX WIH GUITOCOPCKUX YOCKIECHUN, COCTOSHUS 3JOPOBbSl U UHTUMHOM

KU3HU CY6’BCKTa IICPCOHATIBbHBIX NAHHBIX.

CpencrBa BBIYMCIUTENHHOW TEXHUKHU — COBOKYITHOCTh MPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKMU JAHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPO-
BaTh CAMOCTOSITEIILHO WJIM B COCTABE JAPYTUX CHUCTEM.

CyobekT nocTyna (CyobeKT)— JIMIO WIH MPOIECC, JCHCTBHS KOTOPOro pe-
TJIAMEHTUPYIOTCS TIPABUIIAMH Pa3rpaHUYCHUS JOCTYIIA.

TexHnuyeckuii KaHaJI yre4ku MHGOPMALMU — COBOKYITHOCTb HOCUTENIS UH-
dopmaryin (cpencTBa 00pabOTKH), PU3NUCSCKOM CpelIbl pacpocTpaHeHHsT HH(OpMa-
THUBHOTO CUTHAJIa M CPEZICTB, KOTOPBIMHU JOOBIBAETCS 3aImuInacMas HHGOpMaIus.

TpchrpaanHaﬂ nepeaada nEepCoHAJIbHBIX JaHHBIX — IICpcaada IICpCoO-
HaJbHBIX JAHHBIX omepaTopoM udepe3 l'ocymapctBeHHyro rpanuiyy Poccuiickoit ®e-
Jiepaluy OpraHy BJIACTU MHOCTPAHHOTO TOCYAapcTBa, PU3MUECKOMY WUIIU HOpUIUYE-
CKOMY JIMIy HHOCTPAHHOT'O TOCYJIapCTBa.

Yrpo3sl 6€30MaCHOCTH MEPCOHAIBHBIX IAHHBIX — COBOKYITHOCTh YCIIOBUIA U
(haKTOpOB, CO3IAOIMINX OMACHOCTh HECAHKIIMOHMUPOBAHHOTO, B TOM YHKCIIE CITy4aitHO-
ro, JIOCTYNa K TIePCOHATBLHBIM JIAHHBIM, PE3yJAbTaTOM KOTOPOTO MOXKET CTaTh YHU-
YTOKEHHE, W3MEHEHWE, OJIOKMPOBaHWE, KOIMPOBAHUE, PACIPOCTPAHEHHE IepCo-
HAJIBHBIX JIAHHBIX, 4 TAKXKE MHBIX HECAHKIIMOHUPOBAHHBIX JICWCTBUIA TPH UX 00pa-
00TKe B MHGOPMAITMOHHOM CHCTEME MePCOHATLHBIX TaHHBIX.

YHUUTOKEHHE NEePCOHATBHBIX JAHHBIX — JISHCTBUS, B PE3yJIbTaTe KOTOPHIX
HEBO3MO)KHO BOCCTAHOBHTH COJIEPKAHUE TMEPCOHATBHBIX JTAHHBIX B MH(POPMAIOH-
HOH CHCTeMe TEPCOHAIBHBIX JIAHHBIX WM B PE3YJbTATe KOTOPHIX YHUYTOXKAIOTCS
MaTepuaIbHBIE HOCUTEIN MePCOHATBHBIX JAaHHBIX.

YTeuka (3ammimaeMoii) HHGOPMAIMM 10 TeXHMYECKHMM KAaHAJIAM — He-

KOHTPOJIMPYEMOE PACIPOCTPaHEHHE MH(POPMAIMU OT HOCUTENS 3alllUIIaeMON WH-
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(opmarmn yepes PU3MIECKYIO Cpely IO TEXHUYECKOrO CPENICTBA, OCYILCCTBILSR
ro nepexsar uHpopmaru.

YupeikieHne — YUpeKICHUS 3APaBOOXPAHEHHUs, 00Pa30BaATEILHOTO yUpEeKIe-
HUAA.

YA3BUMOCTb — C1a00CTh B CPEJICTBAX 3allIUTHI, KOTOPYIO MOKHO HCIIOJB30-
BaTh [l HAPYIIEHUSI CUCTEMbI WM COAEpKaILeics B Hell HH(opMaIyu.

HesocTHOCTH HHGOPMALIMM — CTIOCOOHOCTH CPEICTBA BBIUMCIUTEIILHON TEX-

HUKH NN aBTOMaTI/I3HpOBaHHOﬁ CHUCTEMBI OOCCIICUNBAaTh HEM3MEHHOCTD I/IH(I)OpMa'

MU B YCIIOBHSIX CITyYAHOTO H/WJIH MPESTHAMEPEHHOTO UCKaXKEHHS (Pa3pyIIICHHS).
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OBO3HAYEHUA U COKPAIIIEHUA

ABC — aHTHBUPYCHBIE CPEIICTBA

APM —aBroMaTr3upoBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHbIE TEXHUYECKUE CPENICTBA U CUCTEMBI
NCITIx — nadopmMarimonHas CuCTeMa MePCOHATBHBIX JAHHBIX
K3 — xonTpomupyemast 30Ha

JIBC — nokaJibHast BBIYMCIIUTEBHAS CETh

MD — MexkceTeBo 3KpaH

HC/I — HecaHKIMOHMPOBAHHBIN TOCTYIT

OC — oneparioHHas cuctema

I1/TH — mepcoHaIbHBIE JAHHBIE

IIMB — niporpaMmmMHO-MaTeMaTH4eCKOE BO3CUCTBUE

I1O — mporpamMmmHoe oOecreueHue

[IOMUMH — nobouHbI€ 31eKTPOMArHUTHBIE U3ITy4€HHUS U HABOJIKU
CA3 - cucrema aHanu3a 3allUIIEHHOCTH

C3U - cpenctna 3anuThl HHGOPMALTUN

C3I1du — cucreMa (moacrucTreMa) 3allUThl IIEPCOHATBHBIX JaHHBIX
COB — cucrema o0Hapy>XeHUsI BTOPKEHUN

TKY U — TexHnueckre KaHabl yTeUKd HHPOpMaIiu

VYBIIIH — yrpo3sl 6€30MacHOCTH IEPCOHATBHBIX JaHHBIX

11
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BBEJAEHUE

[Tonutuka pazpaboTaHa B COOTBETCTBUU C ILEJISIMH, 3ajadyaMy U NPUHITUIIAMU
obOecnieueHusi 0€30MaCHOCTU MEPCOHANIBHBIX JTAHHBIX U3J0KEHHBIX B KoHlenuu ux-
dbopmanmonnoii 6e3onacHoctn MCIIJ Yupexnenus 3apaBooxpancuus ([lamee -
YupexaeHus).

[lonutuka pazpaboTaHa B COOTBETCTBUU C TpeOoBaHusIMU DeaepalibHOTO 3a-
koHa oT 27 uronst 2006 r. Ne 152-@3 «O mepcoHATbHBIX JaHHBIX» W TOCTAHOBIICHUS
[TpaButenscTBa Poccuiickoit ®eneparuu ot 11 Hos6pss 2007 1. Ne 781 «O6 yTBep-
xaeHuu [lonoxenus o0 obecrnieueHn 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX IIPU UX
00paboTke B HHGOPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX», HA OCHOBAHUU:

- «PexomMeHmamuii 1Mo oOecreuyeHn0 0€30MacHOCTH TEePCOHAIBHBIX JTaHHBIX
npu ux 00paboTKe B MHPOPMAIMOHHBIX CHUCTEMAX MEPCOHATBHBIX JTaHHBIX», YTBEP-
x)aeHHbIX 3aMmectuTenem aupekropa ®CTIK Poccun ot 15.02.2008 r.,

- «TunoBeix TpeOOBaHUI MO OpraHU3alUd U OoOecrneYeHUI0 (YHKIIMOHUPOBA-
HUS MAQPOBATBHBIX (KpUNTOrpadUUIECKUX) CPEICTB, PeTHA3HAYCHHBIX IS 3aIUThI
nH(poOpMaINK, HE coliepxkallel CBEIEHUM, COCTABMISIONIUX FOCYIAPCTBEHHYIO TaliHy
B clly4ae U3 MCMHOJIb30BaHUS JJi 00ecreueHus] 0€30MacCHOCTU MEPCOHAIBHBIX JAHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHUCTEMAaX MEPCOHANIBHBIX JTaHHBIX», YTBEP-
X JeHHBIX pykoBoicTBOM 8 LlenTpa ®CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke onpenenensl TpeboBanus K nepconany MCIIJIH, ctenenb oTBET-
CTBEHHOCTH TEpPCOHaNa, CTPYKTypa U HEOOXOJIUMBbIA YPOBEHb 3alIUIIEHHOCTH, CTa-
TYC U JOJKHOCTHBIE OOSI3aHHOCTU COTPYAHUKOB, OTBETCTBEHHBIX 32 OOECIICUCHHE

Oe3omacHoCTH nepcoHanbHBIX JaHHBIX B UCII/IH Yupexnenus.
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1 O6Me nmoJ1oKeHu s

Llenwro HacTosmel [lonuTnkm sABaseTCS oOecIedeHne 0€30IIaCHOCTH 00BEKTOB
3aIUTHl YUPEKJECHUSI OT BCEX BUJIOB YTPO3, BHEIIHUX U BHYTPEHHHUX, YMBIIIJIEHHBIX
U HEeMpeTHAMEPEHHBIX, MUHUMU3AIUS yliepda OT BO3MOXKHOM peanu3aluu yrpos
oe3omacuoctu [1/1n (YBIIdH).

be3onacHOCTh MEPCOHANBHBIX JTAHHBIX JIOCTUTAETCS MyTEM MCKIIOUEHHS He-
CaHKI[MOHUPOBAHHOTO, B TOM YHKCJIE CIy4ailHOTO, JOCTYIA K MEPCOHANIBHBIM JaHHBIM,
pPEe3yAbTAaTOM KOTOPOTO MOKET CTaTh YHUUTOXKEHUE, U3MEHEHUE, OJIOKUpOBaHUE, KO-
MMPOBAHUE, PACIIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, 4 TAKXKE€ MHBIX HECAHKIUO-
HUPOBAHHBIX JICHCTBUMN.

Nudopmaiius u cBs3aHHBIE ¢ HEW peCypChl JOJKHBI OBITh JOCTYIHBI JIJIsl aBTO-
PU30BaHHBIX MOJIb30BaTeNel. JIOMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApyxke-
HUE U pearupoBanue Ha Y bII/[H.

JIOJKHO OCYIIECTBISITHCS MPENOTBpAICHUE MPEeIHAMEPEHHBIX, WIH Clydai-
HBIX, YACTUYHBIX, WJM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUPUKAIMNA, WU yHU-
YTOXKECHUS JaHHBIX.

CocrtaB 00BEKTOB 3alIUTHl IpejacTaBieH B [lepeuHe mepcoHaIbHBIX JTAHHBIX,
MOJISIKAIINUX 3AIUTE.

Cocra UCII/IH nomiexamux 3amure, npeacrasieH B Otuere o pe3ylbTaTax

MPOBEICHUSI BHYTPEHHEN TPOBEPKHU.
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2 O0sacTh 1ecTBUA

TpeboBanust HacTosiel [1oAUTUKH pacIpOCTPaHSAIOTCS HA BCEX COTPYIHUKOB
Yupexaenus: (IITaTHBIX, BPEMEHHBIX, pa0OTAIINX MO KOHTPAKTy U T.II.), a TaKKe

BCEX MPOYMX JIHII (MOAPSTUNKH, Ay TATOPHI U T.I1.).
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3 Cucrema 3alIIMThI ICPCOHAJTbHBIX JAHHBIX

Cucrema 3amuThl mepcoHanbHbIX qaHHbIX (C3I1/IH), cTpoUTCS HA OCHOBAHHH

- OTtuera 0 pe3ysibTaTax MPOBEACHUS BHYTPEHHEN MMPOBEPKHU;

- [lepeuHst nepcoHaNbHBIX TaHHBIX, TOJICKAIIUX 3AIINTE;

- AxTa knaccudukanuu HHOOPMAIIMOHHON CUCTEMBI EPCOHANIBHBIX JaHHBIX;

- Monenu yrpo3 0e301acHOCTH EPCOHAIBHBIX JTAHHBIX;

- [lonoxkeHus o pa3rpaHUYEHHM TpaB JOCTyna K oOpabaThIBa€MbBIM IEpPCO-
HAJIbHBIM JAHHBIM;

- PykoBoasmux nokymeHToB ®CTOK u ®Ch Poccun.

Ha ocHOBaHuu 3THUX JOKYMEHTOB OMpENEIISieTCs] HEOOXOIUMBbIM YPOBEHb 3a-
mmmeHHocTy [1/1n kaxnoin UCITJn Yupexnaenus. Ha ocHOBaHMM aHanu3a akTyasb-
HBbIX yrpo3 0e3omacHocTtu [1/ln onucannoro B Moaenu yrpo3 u Otuera o pe3yJibTa-
Tax MPOBEJCHUS BHYTPEHHEHW MPOBEpKE, AENAaeTCsl 3aKII0YEHUE O HEOOXOAMMOCTHU
WCTIOJIb30BaHUS TEXHUUYECKUX CPEACTB U OPTaHU3AIMOHHBIX MEPONPUITHI I 0Oec-
neuenus 6e3onacHoctu [1J{H. BeiOpaHHbie HEOOX0IUMbIE MEPOTIPUSITUST OTPAKAIOTCS
B [Limane meponpusTuii mo odecnedeHro 3amuThl [1/]H.

s xaxgoit UCIIIH nomkeH ObITh COCTaBIEH CIUCOK UCIOJIb3YEMbIX TEXHU-
YECKUX CPEACTB 3allUThl, a TaK XK€ MPOTPAMMHOTO OOECIIEUCHHUS YYacCTBYIOIIETO B
obpabotke [1/1H, HA Bcex anmemenTax MCII/H:

- APM nons30Barenei,

- CepBepa NpUII0KEHNH;

- CYB/I;

- I'panuna JIBC;

- KanajoB nepenauu B ceTH OOIIETO MOJIb30BaHMS U (MJIM) MEKIYHAPOIHOTO
oOMeHa, eciu o HuUM nepepatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3ammuiieHHOCTH MCIIJIH u akTyalbHBIX yIrpo3,
C3IIIH MOXET BKIIFOYATH CIECAYIOIINE TEXHUYECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPE/ICTBA JJIs1 paO0UYnX CTAHIIUH MOJB30BATENICH U CEPBEPOB,;

- CpeacCTBA MEXKCETEBOr0 SKpaHUPOBAHU,
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- Cpe/icTBa KpUITOrpaduuecKoi 3aiuThl MHGOPMAIMU, TP Mepeaauc gy

1aeMou nH(popmaIum Mo KaHaiam CBSI3H.

Tak ke B CIHCOK JOJIKHBI OBITh BKIIFOUEHBI (DYHKIIMM 3aLIUThI, 0OecreunBae-
MbI€ INTaTHBIMU cpeicTBaMu oOpadotku I1JIn omepanmonusiMu cuctemamu (OC),
npuknagieM [1O u cnennanbHBIMA KOMIUIEKCAMU, PEATM3YIOIIMMU CPEACTBA 3alllH-
Thl. CiCcOK (QPYHKIIMH 3alIUTHl MOKET BKJIIOYATh:

- YIIPaBICHUE U Pa3TPaHUUYECHUE JOCTYMA NOJIb30BATEIIEH;

- PETUCTpALIUIO U yUeT IEUCTBUM ¢ HHPOpMAIIUEH;

- - 00ecneuynBaTh LEJIOCTHOCTD JAHHBIX

- - MPOU3BOIUTH OOHAPYKEHUW BTOPIKEHUM.

CHnucok McnoJib3yeMbIX TEXHUUECKHUX CPEACTB oTpaxaercs B [lnane mepomnpu-
AT 10 00ECHEYEeHUIO 3allUThl MEePCOHANBHBIX JaHHBIX. CHHCOK HCMOIb3yEeMbIX
CPEACTB JOJDKEH MOJACPKUBATHCA B aKTyaJlbHOM COCTOSIHWMH. lIpu m3mMeHeHuu co-
CTaBa TEXHUYECKUX CpelcTB 3amuThbl ik 3iemeHToB WCII/IH, cooTBeTCTBYIHOIIME
MU3MEHEHHUSI JOJKHBI OBbITh BHeceHbl B CHHCOK U YTBEPXKJEHBl PYKOBOJIUTEIEM

YupexaeHus uiv JUIOM, OTBETCTBEHHBIM 3a obecrieueHue 3amuThl 11/]H.
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4 TpeooBanus k noacucremam C3I1In

C3I1/11 BrtOUaEeT B ce0s CIAeAYIOLUE NOJICUCTEMBI:

- YIIpaBJICHUA OJOCTYIIOM, PETUCTPAMU U YUECTA,

oOecreueHus HECJIOCTHOCTH M JOCTYITHOCTH,

AHTUBUPYCHOM 3aILUTHI;

MEKCETEBOT0 SKPAaHUPOBAHMUS;

aHaJIM3a 3alUIICHHOCTH,

OoOHapyXeHUs BTOP>KEHU,

KpunrorpaduyecKkou 3aiuThI.

[Moacuctembr C3II[IH uMerOT pa3nuuHblii (YHKIIMOHANT B 3aBUCHUMOCTH OT
kiacca UCII/IH, onpenenennoro B Akte kiaccudukanuu MHOOPMAIMOHHONW CHCTE-
MBI TIEPCOHANIBHBIX JaHHBIX. Crnucok cooTBeTcTBUs (yHKImMN moxacuctem C3II/n

KJIacCy 3alllUIEHHOCTH npeacTanieH B [IpunoxeHun.

4.1 IMoacucremsl YHupaBJcHUSI J0CTYIIOM, PETUCTPALINUA U YU€Ta

[TomcucreMa ympaBieHUsS TOCTYTIOM, PETUCTpAIlMU W ydeTa IpeIHa3HauYCHa
JUTSL peaTu3aliy CICIYIOMUX () YHKITHI:

- HICHTU(DHUKAIIMN ¥ TPOBEPKA MOMIUHHOCTH CYOBEKTOB JOCTYIIa TIPH BXOZIC B
NCII1H;

- uIeHTU(PUKAITMN TEPMUHAJIOB, Y3JIOB CETH, KAaHAJIOB CBS3M, BHEIIHHUX
YCTPOWCTB IO JIOTHYECKUM UMEHAM;

- uAeHTU(UKAMH TIPOrpaMM, TOMOB, Karajaoros, (ailyio, 3anucei, mnomiei 3a-
MMHACEN IO UMEHAaM,

- peructpaii Bxoaa (BpIXona) CyOBEKTOB JOCTYIA B CUCTEMY (M3 CHCTEMBI),
00 peTUCTpaIs 3arpy3Ku U WHUITMAIH3AWNA OTIEPAIIMOHHON CHUCTEMBI U €€ OCTa-
HOBA.

- PEruCTpaliH MOMIBITOK JOCTYyIa IPOrPaMMHBIX CPEACTB (IIporpamm, Mmporec-
COB, 3aja4, 3aJJaHui) K 3allUIacMbIM (aiinam;

- PETHCTPAIMH TIOIBITOK JOCTYIIa IPOrPpaMMHBIX CPEJICTB K TepMHUHAJIaM, Ka-

HaJlaM CBSI3M, IporpaMmam, ToMaM, KatajioraM, ¢aiiam, 3arucsm, MojIsIM 3amucei.
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IITaTHBIX cpencTB o0padoTku [1/1H (omeparmoHHbIX cucteM, npuiokeHuit 1 CYb/L).

Tak e MOXeT ObITh BHEIPEHO CIEIUAIbHOE TEXHUYECKOE CPEJICTBO MU UX KOM-
IJIEKC OCYIIECTBISIONINE JAOMOTHUTENBHBIE MEPHI MO ayTEHTU(PUKALIMK U KOHTPOJIIO.
Hanpumep, npuMeHeHne €IUHBIX XPAHWINIL YYETHBIX 3aMUCEN MOIb30BaTENEN U pe-
THCTPAIMOHHON WH(pOpPMAINK, UCIIOIh30BaHUE OMOMETPHUYSCKHX W TEXHUYECKHX (C

MIOMOIIIBIO JICKTPOHHBIX MPOITYCKOB) MEP ayTEHTU(DUKAIIUU U IPYTHX.

4.2 IHoacucrema odecneyeHHus: HEJIOCTHOCTH U TOCTYITHOCTHU

[Toncucrema oOecrieyeHusl LEIOCTHOCTH M JIOCTYIIHOCTH IpEIHa3HaueHa s
oOecrieueHUs] 1EIOCTHOCTU W goctynHocTu [I/[H, mporpaMMHBIX W ammapaTHbBIX
cpeactB MCII[IH YupexnaeHus, a Tak K€ CPEACTB 3allUThl, IPU CIYyYANHON WU
HaMEpPEeHHOU MOAU(DUKAIUH.

IToncucrema peannsyercs ¢ MOMOIIBIO OPraHU3ALUU PE3EPBHOTO KOMMPOBAHUS
oOpabaThiBa€MbIX JAHHBIX, a TaK K€ PE3epPBUPOBAHHUEM KIIOUEBBIX AnemeHToB WC-

I[11H.

4.3 loacucreMa aHTUBUPYCHOM 32U THI

[Toncucrema aHTUBUPYCHOM 3alllMTHI MpeIHA3HAYEHA Il 0OECIeUeHUs] aHTHU-
BUPYCHOM 3amuThl cepBepoB 1 APM nons3oBareneit UCIIIH Yupexaenus.

CpencrBa aHTUBUPYCHOW 3allUThI MPEIHA3ZHAUCHBI ISl peaiu3aluu CIeayro-
X QYHKITAN:

- PE3UACHTHBI AHTUBUPYCHBII MOHUTOPHHT;

- AHTUBHPYCHOE CKAaHUPOBAHUE;

- CKpHUIIT-OJIOKUPOBAHHUE,;

- IIEHTPaJIU30BaHHYIO/yIAJEHHYI0 YCTAaHOBKY/JIEUHCTAIIISIIIUI0 aHTUBUPYCHOTO
MPOJYKTa, HACTPONKY, aIMUHUCTPUPOBAHUE, TPOCMOTP OTUETOB U CTATUCTHUECKOM
nH(pOpPMAIIUK 0 paboTe MPOAYKTA,

- aBTOMaTU3UPOBAHHOE OOHOBJIICHUE AaHTUBUPYCHBIX 0a3;

- OTpaHUYEHHUE TpaB MOJIL30BATES HA OCTAHOBKY MCIOJIHSIEMBIX 3a7ad U U3-

MEHEHHSI HACTPOEK aHTUBUPYCHOTO IPOTrPaMMHOTO 00ECTICUCHHUST,
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HOI[CI/ICTeMa peaIn3yCTCAa IMYTCM BHCIAPCHUA CIICHHUAJIBHOIO AHTUBHPYCHOI'O

MporpaMMHOT0 obecrieueHus Ha Bce daeMeHTsl CITIH.

4.4 TlogcucremMa MeKCeTEBOr0 IKPAHUPOBAHUS

[Toncuctema MeKCETEBOTO SKpaHUPOBAHUS MpeAHA3HAYEHA JISl pealiv3aluu
CIEeAYIOMMNX (PYHKITUMN:

- pupTpanuu OTKPHITOrO0 M 3amudpoBaHHOro (3akpeiToro) IP-tpaduka mo
CJIeAYIOIINM IapameTpam;

- ¢UKcanMu BO BHYTPEHHUX XypHanaxX UHGPOpMAIUU O MPOXOISAIEM OTKPbI-
TOM U 3aKpbIToM |IP-Tpaduxke;

- uACHTU(DUKAMY U ayTEHTU(UKAIUIO aJMUHUCTPATOPA MEXKCETEBOIO IKpaHa
MIPU €r0 JOKAJIBHBIX 3aIpocax Ha JAOCTYII;

- perucTpanuy Bxoja (BbIXoJa) aIMHHHCTpPATOpa MEKCETEBOIO SKpaHa B CH-
cTeMy (M3 CHCTEMBI) TUOO 3arpy3Kd U WHUIHAIU3ANN CUCTEMBI M €€ TIPOTPaMMHOTO
OCTaHOBA,;

- KOHTPOJIS IIEJIOCTHOCTU CBOEH MpOrpaMMHOM U MHPOPMAIIMOHHOW YaCTH;

- GUIBTPALIMY TAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIUX JJISI TUArHOCTUKHU
U yIpaBIeHUs] pabOTOMN CETEBBIX YCTPOUCTB;

- GUIBTpALIMM C YYETOM BXOAHOTO U BBIXOJHOTO CETEBOro MHTepdeica Kak
CPEACTBO MPOBEPKHU MOJIJTUHHOCTH CETEBBIX aJPECOB,;

- pEeTUCTpalMM U YUYeTa 3anpaliiBaeMblX CEPBUCOB MPUKIATHOTO YPOBHS;

- OJIOKMpPOBAHUS JOCTyNa HEUJCHTUPUIUPOBAHHOTO OOBEKTa WIH CYObEKTa,
MOJITMHHOCTh KOTOPOTO MPU ayTeHTU(PUKAIIMU HE MOATBEPAUIACH, METOAAMU, YCTOM-
YUBBIMU K TIEPEXBATY;

- KOHTPOJISI 32 CETEBOM aKTUBHOCTBIO MPUIIOKEHUM M OOHApY>KEHHUSI CETEBBIX
aTax.

[ToncucTtema peanusyercsi BHEAPEHUEM TPOTrPaMMHO-AMNIAPaTHBIX KOMILUIEKCOB

MEKCETEeBOT0 KpaHupoBaHus Ha rpanuiie JICB, kinaccom He HU*ke 4.
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4.5 IMoacucrema aHaau3a 3alUINEHHOCTH

[ToacucreMa ananm3a 3alIUIIEHHOCTH, JOJKHA 00€CTICUNBATh BBISIBIICHUS Y43~
BUMOCTEH, CBA3aHHBIX ¢ omuoOkamu B koHpurypauuu [10 UCII/IH, koTopble MOTYT
OBITh CTOJIb30BAHBI HAPYIIIUTENIEM JIJI peau3allii aTakKu Ha CUCTEMY.

OYHKIHMOHAN MOJACUCTEMBI MOXET OBbITh peajn30BaH MPOTPAMMHBIMU U MPO-

IrpaMMHO-aIInapaTHbIMU CPCACTBAMMU.

4.6 loacucremMa oOHAPY:KeHHUS BTOP-KeHHii

[Toncucrema oOHapy)KEHHsI BTOP)KCHUH, JODKHA 00CCIIeUnBaTh BBISBICHUE Ce-
TeBbIX arak Ha 37eMeHThl CII/IH moakIroueHHBIe K CeTAM OOIIETro MOJIb30BAHUS U
(WTr) MeXTyHAPOIHOTO OOMEHa.

OyHKIMOHA TIOJCUCTEMBI MOXET OBITh peajr30BaH MPOrPaMMHBIMH U TIPO-

rpaMMHO-aIInapaTHbIMU CPCACTBAMMU.

4.7 IloncucreMa KpunTorpaduueckoii 3auThHI

[Toncuctema kpunrtorpaduueckoil 3amuThl TpelHa3HaYeHa ISl HUCKIIOYEHUs
HC/] k 3amumaemoit unpopmanuu B UCIIJIH Yupexnenus, npu ee nepeaadu mo Ka-
HaJIaM CBSI3M CETEH OOIIETo MOJIb30BaHuUs M (MJTH) MEXTyHApOIHOTO OOMEHA.

[loncuctema peanusyercss BHEAPEHHUS KpUNTOrpauUUecKUX MTPOrpaMMHO-

alIraparHblX KOMIIJIICKCOB.
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5 Hoan3oarean UCIIIn

B Konuenunu nHpopMaiMoHHON 0€30MMacCHOCTH OIpEAE/IEHbl OCHOBHBIE KaTe-
ropuu mnoib3oBateneil. Ha ocHOBaHMM 3THX KaTEropuu J0JKHA OBITh NMPOU3BENIECHA
tunu3anns nosb3osarened WCIIIH, onpeneneH nx ypoBeHb JOCTyHa U BO3MOXKHO-
CTH.

B UCII[n YupexaceHuss MOXKHO BBIIEINATH CIEAYIOLIUE TPYIIBI OJIb30BaTE-
JieH, ydacTByIOIUX B 00padoTke u xpanenuu [1/1H:

- Anmunuctparopa UCIIdH;

- AnMuHHCTpaTOpa 0€3011aCHOCTH;

- Oneparopa APM,;

- AIMUHUCTpPATOpA CETH;

- TexHuyeckoro cnenuaiucTa mo oOCIyKUBAHUIO NEpUPEpUitHOro 00opyno-
BAaHUA;

- [Iporpammuct-pazpadborunk UCIIH.

JlanHblEe O rpyIIax MOJb30BATENAX, YPOBHE UX AOCTyNa U HHPOPMUPOBAHHO-
CTH JI0JDKEH ObITh OTpakeH B IlonoxkeHue o pasrpaHudeHUH IpaB A0CTyna K oopada-

TBIBACMbIM IICPCOHAJIIbHBIM JaHHBIM.

5.1 Aamunuctparop UCIIIn

Anvmunuctpatop WCII[IH, cOTpyaHHK YUpekIeHus, OTBETCTBECHHBIM 3a
HacTpoiiky, BHeapeHnue u conpoBoxaeHue MCII/In. ObecneunBaetr pyHKIHOHUPO-
BaHUE nojcucteMsl ynpasiaeHus goctynoM MCIIH u ynoJHOMOYEH OCYIIECTBIISTh
MPEIOCTABIICHUE W pasrpaHUUYCHHUE JTOCTYIAa KOHEYHOTO mojb3oBatens (Omeparopa
APM) K a5ieMeHTaM XpaHsIIUM TIEPCOHAIBHBIC TAHHBIC.

Anmvunuctpatop UCII/In obnanaeT clienyromuM YpOBHEM I0CTYIA U 3HAHUM

- o0nazaet nojaHoi uHdopMalreit 0 CHCTEMHOM M TTPUKJIIATHOM MPOTPaMMHOM
ooecneuennu UCIIH;

- o0nazaet noaHo uHpopmanuend 0 TEXHUYECKUX CPEACTBAX U KOHPUTYpALIU
NCIIdH;

- UMEET JOCTYI KO BCEM TEXHUYECKUM CpeACTBaM 00pabOTKu MHPOpMAIUU U

nanabiM UCII/IH;
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texanueckux cpeacts UCII/H.

5.2 AAMUHHCTPATOP 0€30MACHOCTH

AnMUHHUCTpaTOp 0€30MaCHOCTU, COTPYAHUK YUpeKJACHUs, OTBETCTBEHHBIN 3a
¢dbyukiumonupoanue C3II/IH, Bkito4ass oOcnyXKMBaHHE W HACTPOUKY aJIMHHHUCTpa-
THUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMITOHEHT.

AnMUHHUCTpaTOp 0€30MacHOCTH 00JafacT CIEAYIOIIMM YpPOBHEM JOCTyIa U
3HAHUM!

- obnanaet npaBamu Aamunuctparopa UCIIH;

- obmamaet nmoHOM nHpopmanueit 06 NCII/IH;

- UMEET JOCTYIl K CPeACTBaM 3alllUThl MH(DOPMALUU U MPOTOKOJIUPOBAHUSA U K
yacTu KIroueBbIX 3eMeHnToB UCII/H;

- HE UMEET MpaB JI0CTyIa K KOHQUTYPUPOBAHUIO TEXHUUYECKUX CPEACTB CETH 3a
UCKJTFOYCHHEM KOHTPOJIBHBIX (MHCTIICKIIMOHHBIX).

AJIMHUHHUCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYEH:

- peaJIn30BbIBATh MOJIUTUKH Oe30MMacHOCTH B yactu HacTpoiiku CK3U, mexce-
TEBBIX YKPAHOB U CUCTEM OOHApYKEHUsS aTak, B COOTBETCTBUM C KOTOPHIMU IOJIb30-
Barenb (Oneparop APM) mosydaer BO3MOXKXHOCTh padoTaTh ¢ 3aementamu UCII/IH;

- OCYILIECTBIIATH ayJIUT CPEICTB 3alUTHI;

- YCTAHABJIMBATH JOBEPUTEIbHBIE OTHOIIEHUS CBOEH 3aLIMILECHHON CETH C Ce-

TSAMU JPYTUX Y UPEIKICHUM.

5.3 Onepatop APM

Onepatop APM, coTpyaHuk YupexaeHus, OCYIIECTBISIONINN 00paboTKy
IT1a. O6pabotka II/[H BKIOYaeT: BO3MOXHOCTH mpocmoTpa IIJ[H, pydHON BBOJI
[11u B cuctemy UCIIH, dbopmupoBaHue crpaBOK U OTYETOB MO MHPOpPMAINH, TO-
nyyennou u3 UCII/. Oneparop HE UMEET MOJTHOMOYUN JIJI1 YIPABICHUS MOACUCTE-
Mamu 00paboTku nanubix u C3I1/]H.

Omneparop UCII/In o61agaeT cieayromuM ypoBHEM AOCTYIA U 3HAHUMN:
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- 06s1a1aeT BCEMHM HEOOXOAMMBIMH aTpuOyTamMu (HAmpuMmep, mapoiaeM ), OfF
MICYUBAOIIMMU JOCTYI K HEKOTOpOMY TToIMHOkecTBY [1/1H;

- pacnojiaract KOH(i)I/II[eHI_[I/IaJ'IBHI)IMI/I JaHHBIMH, K KOTOPBIM UMCCT JOCTYII.

5.4 ATMMHHCTPATOP CeTH

AJIMUHHUCTPATOP CETH, COTPYIHUK YUpEKIACHUS, OTBETCTBEHHBIN 3a (DyHKIINO-
HHUPOBAaHUE TeIEKOMMYHHKAaIMOHHOW moacuctembl MCII[IH. AngMuHUCTpATOp CETH
HE MUMEET MOJHOMOYMM JUIsl yImpaBieHUs MOACUCTEMaMH OOpaOOTKH JaHHBIX U 0e3-
OMAaCHOCTH.

AJIMUHHUCTpATOP CETH 001aAaeT CIASAYIOINIMM YPOBHEM JAOCTYIA ¥ 3HAHUM:

- o0najaeT yacThio HH(GOPMALUU O CUCTEMHOM U MPUKIIATHOM MPOrPaMMHOM
ooecneuennu UCIIH;

- o0naaeT 4acThl0 HHPOPMAIIUU O TEXHUUYECKUX CPEJICTBaX U KOHPUTypaluu
NCII /s,

- UMeeT (PU3UYECKUM JOCTYN K TEXHHYECKHUM CpeJCTBaM 00paboTku HHGOP-
MaIluy U CPEJICTBAM 3aIUTHI,

- 3HACT, IIO0 MECHBIIICH MCPE, OJHO JICTAJIbHOC UM JOCTYyIIA.

5.5 TexHuvyeckHil cCieNUAJIUCT MO 00CTYKMBaHNI0 NepudepuiiHoOro
o0opynoBaHusi

TexHudyeckuil crneuuanucT Mo OOCTYKMUBAHUIO, COTPYIHUK YupexKaeHus,
OCYILIECTBJISIET OOCIYXKMBAaHUE U HACTPOUKYy nepudepuitHoro odbopyaoanus MC-
[T/In. TexHUYECKHI CHEIUAINCT MO OOCTYXKMBaHUIO HE mMmeeT Aoctyna K I1/{H, He
MMEET MOJTHOMOYHUMN ISl yIpaBieHUs MOJACUCTEeMaMu 00paboTKU NaHHBIX U Oe3omac-
HOCTH.

TexHuvyeckuil cienuaInucT Mo o0CIyKUBAHUIO 00JIaIaeT CIEAYIOIINM YPOBHEM
JOCTyTIa U 3HAHUU:

- o0yajaeT yacThio HHGOPMALUK O CUCTEMHOM U MPUKIATHOM MPOrPaMMHOM
ooecrneuennu UCIIH;

- o0najmaet yacTbio HHGOPMAIMK O TEXHHUYECKUX CPEICTBAX U KOHPUTYpALIUU
NCIIdH;
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- 3HAcCT, 110 MEHBILICH MCPE, OJHO JICTAJIbHOC UM AOCTYyIIA.

5.6 Mporpammuct-pazpadorunx UCIIIn

[TporpaMMUCTBI-pa3pabOTIUKK (ITOCTABIIUKH) TPHUKIIATHOTO MPOTPAMMHOIO
oOecrieueHus1, 00eCIEeYnBaIOIINE €ro CONPOBOXKICHUE Ha 3amuuaeMoM oobekre. K
JAHHOM TPYIIE MOT'YT OTHOCUTBHCS KaK COTPYAHUKUA YUPEKIACHUS, TaK U COTPYAHU-
KU CTOPOHHUX OpPraHU3aLUN.

JInmo 3TOoN KaTeropuu:
- obnagaetr uHdopmalnued o0 alropuTMax U mporpammax oopadoTku uHQOp-

mauuu Ha UCII/IH;

- 00ajaeT BO3MOXKHOCTSIMM BHECEHHUS OIIMOOK, HEACKIAPUPOBAHHBIX BO3-
MOXHOCTEH, MPOTrpaMMHBIX 3aKJaJ0K, BPEIOHOCHBIX MIpOrpaMM B MPOTrPaMMHOE
obecneuenue UCII/IH Ha cTaguu ee pa3pabOTKH, BHEAPEHUS U COMTPOBOXKICHMUS;

- MOXKET pacmoJiarath JIOObIMU (PparMeHTaMu HHGOpPMALUU O TOMOJIOTHHU
NCIIH n TexHu4yeckux cpeacTBax oOpadoTku u 3amuThl [1J{H, 0OpabaTsiBaeMbIX B

WUCITx.
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6 TpeGoBaHus K MepcoHaNy MO ob0ecnedyeHuIo 3amuThI [ H ™

Bce corpynnuku Yupexnaenus, spisdwomuecs mnonb3oBarensmu  WCIIIH,
JOJIKHBI YE€TKO 3HaTh M CTPOTO BBHIMIOJIHATH YCTAHOBJICHHBIC MPaBWiia U 00SI3aHHOCTH
0 JIOCTYIY K 3allMIIAeMbIM 00bEKTaM U COOJIIOJICHUIO TPUHATOrO peknma Oe3ormnac-
Hoctu [1/1H.

IIpn BCTymiieHMM B JOKHOCTH HOBOTO COTPYJHMKA HENOCPEACTBEHHBIN
HayaJIbHUK TOJApa3/eieHusl, B KOTOpPOE OH IOCTyHaeT, 00s3aH OpraHU30BaTh €ro
03HAKOMJICHHE C JOJKHOCTHON MHCTPYKIIMEH M HEOOXOJUMBIMU JOKYMEHTaMH, pe-
rIIaMEHTUpYIoIUMU TpeboBanus 1o 3amute [1J[H, a Takke 0OyueHre HaBBIKaM BbI-
MOJIHEHUSI TMPOUEAYpP, HEOOXOAMMBIX [ CAHKIIMOHMPOBAHHOTO HCIOJIb30BaHUS
NCII/H.

CoTpyaHHK TOJKEH OBITH 03HAKOMJIEH CO CBeAeHUsIMH HacTosen [lonutukuy,
NpUHATHIX npouenyp padotsl ¢ anementamu UCIT n u C3I1/1H.

CoTpynHUKH YUpeKJICHUs, WCHOJIb3YIOIIME TEXHUYECKHE CPEACTBA ayTEHTHU-
(duKanuu, JOJDKHBI 00ECIeYMBATh COXPAHHOCTh HMJICHTH(PUKATOPOB (JICKTPOHHBIX
kimovei) u He gonyckaTh HCJI k HUM, a Tak jk€ BO3MOXHOCTb UX YTEPH WM HCIIONb-
30BaHUs TPETbUMH Julamu. llonb30BaTenu HECYT NEPCOHAIBHYK) OTBETCTBEHHOCTH
3a COXPaHHOCTh UJECHTU(PUKATOPOB.

CoTpynHukn YUpexIeHHs NOJDKHBI CIEI0BATh YCTAHOBICHHBIM MPOLEAypam
nojaepkanusi pexkuma oeszonacHoct [1JlH mpu BeIOOpE M UCIOIB30BAHUU MAPOJICH
(ecu HE UCTIONIB3YIOTCS TEXHUYCCKUE CPECTBA Ay TCHTH(DUKAIUH).

Cotpynnuku YupexJaeHus JOJIKHBI 00eCeunBaTh HAJJICKAIIYI0 3allIUTy 000-
pyZlIOBaHUsl, OCTABISIEMOro 0€3 MPUCMOTPa, OCOOCHHO B TEX ClyYasix, KOrjia B mome-
IIEHUE UMEIOT JOCTYIl MOCTOPOHHUE Jinila. Bece monbp3oBaTenu A0MKHbBI 3HaTh TpeOo-
BaHus 1o Oe3zonacHoctu I1JIH 1 npouenypsl 3aUThl 00OPYIOBAHUS, OCTABICHHOTO
0e3 mpPUCMOTpPA, a TAK)KE CBOM 00S3aHHOCTH MO 00E€CTICYESHUIO TAKOH 3aIUTHI.

CoTpynHHKaM 3ampemiaeTcs yCTAaHABIMBATH ITOCTOPOHHEE IPOrPaMMHOE
oOecrnieueHue, MOAKIIOUYATh JIUYHbIE MOOUIBHBIE YCTPOUCTBA U HOCUTEIU MH(OpMa-

MM, a TaK JKC 3allMChIBATh HA HUX 3alllUIIACMYIO I/IH(l)OpMaI_[I/IIO.
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CotpyaHHKaM 3alperaeTcs pasriamiaTh 3allHIIacMy0 HHQOPMALHIO,
pasi cTaja UM M3BECTHA MpU paboTe ¢ UHPOPMAITMOHHBIMU CUCTEMaMU Y UpEKICHHUS,
TPETHUM JIUIIAM.

[Tpu padote c [1/1n B UCIIIH coTpynHuku YupexaeHus o0s3aHbl 00eCIeYUTh
OTCYTCTBHE BO3MOXHOCTH mpocmoTpa II/IH Tperbumu numamu ¢ MOHUTOPOB APM
WJIU TEPMUHAJIOB.

ITpu 3aBepmienun pabotsl ¢ UCIIIH coTpyauuku 00s3anbl 3amututh APM
WU TEePMHUHAIbI C TOMOIIBIO OJIOKUPOBKU KIIFOYOM WJIM IKBUBAJIEHTHOTO CPEJCTBA
KOHTPOJIsI, HAIPUMEP, TIOCTYIOM IO MapOJIi0, €CII HE UCIOJIb3YIOTCS 00Jiee CUIbHBIC
CpeACTBa 3allUTHL.

CoTtpynHuku YupexaeHus JOJDKHBI ObITh MPOMH(POPMUPOBAHBI 00 yrposzax
HapylieHus: pexxuma Oe3onacHoctu [IJIH U OTBETCTBEHHOCTH 3a €r0 HapyIlICHHE.
OHU J0JKHBI OBITh O3HAKOMJIEHBI C YTBEPXKACHHON (opManbHON Mpoueaypoi
HAJIO)KEHUS! JUCIUIUIMHAPHBIX B3bICKAHUN Ha COTPYAHUKOB, KOTOPBIE HAPYIIWIN
MIPUHATHIC TIOJIMTUKY U TIpoleAypbl 6e3onacHoctu [1J[H.

CotpynHuku 00s3aHBI 0€3 MpOMEUICHUsI cOoOo0IaTh 000 BceX HaOII0daeMbIX
WJIU TIOJI03pUTENBHBIX ciaydasx padotel UCIIJIH, Morynmx mosieuds 3a OO0 yrpo3sl
oe3omacHoctu I1/[H, a Takke O BBIABICHHBIX UMU COOBITHAX, 3aTparuBaroInX 0e3-
onacHOCTh [1J[H, pyKOBOACTBY MOApa3eiICHUs U JUIly, OTBEUAIOIIEMY 3a HEME/IJICH-

HOE pearupoBaHue Ha yrpo3bl 0e3onacHoctH I1/1H.
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7 J1oJzKHOCTHBIE 00si3aHHOCTH nojib3oBareneit UCIIAn

HomxHocTHbIe o0si3aHHOCTH nojb3oBateneit UCII/IH onucanbl B cleayromux
JIOKYMEHTAaXx:

- Muctpykuus agmuaucrparopa UCII/IH;

- Unctpykuus anmunuctparopa 6ezonacnoctu UCIH;

- Muctpykuus nons3zoBatens UCIIH;

- I/IHCTPYKLII/IH IMOJBb30BAaTCJIA IIPHU BO3HUKHOBCHHWH BHCIHITATHBIX CHTyaHHﬁ.
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8 OTBercTBeHHOCTH coTpyaHukoB UCIIIn Yupexnenust

B cootBeTcTBUM co cT. 24 DenepanbHOro 3akoHa Poccuiickoit deneparuu ot
27 wrons 2006 1. Ne 152-D3 «O mepcoHalbHBIX JaHHBIX» JIUIA, BUHOBHBIC B Hapy-
IeHUU TpeOoBaHMi JaHHOro DeAepanbHOTO 3aKOHA, HECYT IPaKIaHCKYIO, YTOJIOB-
HYI0, 3IMUHUCTPAaTUBHYIO, TUCUUILNIMHAPHYIO U UHYIO MTPEIYCMOTPEHHYIO 3aKOHO/1a-
TesbcTBOM Poccuiickoit denepanyn OTBETCTBEHHOCTD.

JlelicTByromiee 3aKkoHOAATENHCTBO PD mo3BoIISIET TPEABSIBIASATH TPeOOBAHUS 110
obOecrnieueHnIo Oe30macHoi paboThl C 3amunaeMor nHdopManue u npeaycmaTpu-
BAE€T OTBETCTBEHHOCTH 32 HAPYIIEHHUE YCTAHOBICHHBIX MPaBWII dKCIuTyartaiuu DBM u
CUCTEM, HEMPaBOMEPHBIH NOCTyn K MHGOPMAIMU, €CIU ITU ACUCTBUS MPUBEIU K
YHUYTOXKEHUIO, OJOKUPOBaHMIO, MOAUGUKAIUY UH(POPMAIIUU WM HAPYIICHUIO pa-
6otel OBM wmnwm cereit (cratbu 272,273 u 274 YK PO).

Anmvunuctpatop UCIIIH n anMuHuCTpaTOp 0€30MACHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JICMCTBUS, COBEPIIECHHBIE OT UMEHU UX YYETHBIX 3AMMCEN WA CUCTEM-
HBIX YUETHBIX 3allUCeH, €CJIM He J0Ka3aH (aKT HECAHKIIMOHUPOBAHHOTO UCIOIb30Ba-
HUSI YUYETHBIX 3aMKCEH.

IIpn HapymieHWsIX COTpyAHUKaMH YupexiaeHus — mnonb3oBareneit WMCIIAx
MpaBuJil, CBsI3aHHBIX ¢ Oe3omacHOCThIO [1/IH, OHU HECYT OTBETCTBEHHOCTh, YCTaHOB-
JICHHYIO JEUCTBYIOIIMM 3aKOHOAATENbCTBOM Pocculickon @enepanun.

[IpuBenennbie BbIlle TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3allIUTE WH-
dbopmanuu AOJKHBI ObITh OTpaxeHbl B [lookeHUsIX 0 mojapasiesieHusIX Yupexie-
Hus, ocymectBisitonux oopadotky I1/In B MUCIIJIH u HOMKHOCTHBIX MHCTPYKIMSIX
COTPYAHUKOB Y UPEKIACHHUS.

Heob6xonumo BHectn B IlonokeHus O ToOapa3AciaeHUs X YUPEKICHHUS, OCY-
mectrisAtomux o0padotky I1/In B UCII/IH cBeaeHnst 00 OTBETCTBEHHOCTH MX PYKO-
BOJUTEJIEH U COTPYJHUKOB 32 pasrjalleHue W HECAHKIMOHUPOBAHHYIO MOAH(UKa-
o (uckaxkenue, danpcudukanuio) I1JIH, a Takxke 3a HEMPAaBOMEPHOE BMEIIATEb-

CTBO B MPOIIECCHI UX aBTOMATU3UPOBAHHON 00paOOTKH.
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9 CnucoK MCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-IPABOBBIMU M METOJUYECKUMHU JOKYMEHTAMH, Ha
KOTOPBIX O0a3zupyercs HacTosiee [lonoxeHne siBAsSOTCS:

1 ®enepanpubiii 3akoH oT 27.07.2006 r. Ne 152-®03 «O nepcoHaIbHBIX JaH-
HeIx» (manmee — @3 «O mepcOHANTBHBIX JAHHBIX»), YCTAHABIMBAIONIUN OCHOBHBIC
NpUHIUIBL U ycioBus oOpaboTtku [I/[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTD
YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX ¢ 00padoTkoit [1/1H.

2 «Ilonoxenne o0 obecrieueHnn OE30MACHOCTH MEPCOHANBHBIX JAHHBIX TPH
ux 00paboTke B MHOOPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX», YTBEPKICH-
Hoe [loctanoBnenuem IlpaButenscTBa PO ot 17.11.2007 1. Ne 781.

3 «llopsimok mpoBeaeHUs KiacCUpUKAIMK HHPOPMAIMOHHBIX CHUCTEM TEPCO-
HaJbHBIX JTAHHBIX», yTBEepkKIAeHHbIH coBMecTHBIM [Ipukazom @CTIK Poccuu Ne 55,
®CBb Poccun Ne 86 1 Munuudopmcsszu PO Ne 20 ot 13.02.2008 .

4 «Ilonoxenue 06 OCOOEHHOCTSX OOpPaOOTKM MEPCOHANBHBIX ITAHHBIX, OCY-
IIECTBIIIEMOM 0€3 MCMOIb30BaHUs CPEJCTB aBTOMATH3alMN», yTBepxkAeHHOE [locTa-
HoByieaneM lIpasutensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHus K MaTepUAIbHBIM HOCUTENISIM OMOMETPUUYECKUX MEPCOHATBHBIX
JAQHHBIX M TEXHOJIOTUSM XPAHEHUs TaKUX JAHHBIX BHE MH(POPMAI[MOHHBIX CUCTEM
IEPCOHAJIBHBIX JAHHBIX», YTBepkAcHHbIE [locTtaHoBneHueM IIpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOMYECKHE TOKYMEHTHI DenepaabHON CIyKOBI 1O TEXHU-
YeCKOMY M 3KCIepTHOMY KOHTpoJto Poccuiickoit @eneparuu (naee - ®CTOK Poc-
cun) 1o obecreueHuto 6e3onacuoctu I1/Iu npu ux oopadorke B UCII/IH:

[ PexoMeHaamuu mno ooecrneyeHuro 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX TPU
X 00paboTke B MHOOPMAIITMOHHBIX CUCTEMaxX MEPCOHATbHBIX JAHHBIX, YTB. 3aM. JIH-
pekropa ®CTIK Poccun 15.02.08 r. (JICII)

8 OCHOBHBIC MEPOMPHUATHS IO OPTAHU3AIUU U TEXHHUYECKOMY OOECTICUCHUIO
0€30MacHOCTU MEPCOHANBHBIX JaHHBIX, 00padaThIBa€MbIX B MH(POPMAIMOHHBIX CH-

cTeMaxX MEPCOHATbHBIX AaHHBIX, YTB. 3aM. aupektopa ®CTIK Poccum 15.02.08 .

(ACTI)

29
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00TKEe B MHPOPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. IUPEKTOPd

®CTIK Poccun 15.02.08 r. (JACII)

10 MeTonuka ompeeneHus] akKTyalbHbIX YIpo3 0€30MacHOCTH MEePCOHATBHBIX
JAHHBIX NpU UX 00paboTKe B MH(DOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX,

yTB. 3am. nupektopa ®CTOK Poccum 15.02.08 r. (ACIT)
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1€

Ipuioxenune 1

Ne [Tnan - nepeyeHb TEXHUUECKUX MEpOnpusATHii o obecieyennn 6e3onacHocta UCIT/ K3 K2 K1
I B noacucreMe ynpaBieHUsl TOCTYIIOM:
PeanuzoBath uaeHTH(UKALUIO U IPOBEPKY MOUIMHHOCTH CYOBEKTOB JOCTYIA MPH
1 BXxo/ie B onepannoHuyto cucremy UCII/Ix no napoito ycaoBHO-TIOCTOSIHHOTO Jeii- + + +
CTBHUS, JUIMHON HE MeHee IIecT OyKBEHHO-IIM(PPOBBIX CUMBOJIOB,;
PeanuzoBaTh nAeHTH(UKAIIMIO TEPMUHAIOB, TEXHUYECKHUX cpeacTB oOpaboTku I1/1H,
2 y3no0B MCII/IH, koMIbIOTEPOB, KaHAJIOB CBs3H, BHEIIHUX ycTpoiictB MCII/IH o ux - + +
JIOTHYECKUM MMEHaM (aapecaM, HoMepam);
3 Peanu3oBaThe uaeHTU(UKALIUIO IPOTPaMM, TOMOB, KaTajoros, (aiios, 3anucei, mo- i + +
JIeil 3anuceil 10 UIMEHaM;
4 PeanzoBaTh KOHTpOIIb I0CTyNa CyOBEKTOB K 3allIMII[aeMbIM pECypcaM B COOTBET- i + +
CTBUU C MAaTpULEN OCTYMA,
npu Hannuny nogxitroueHust ICII/IH k cetsim o01ero noyib3oBaHus 1o/bkHO npume- | He ke 5-ro | He vmke 4-ro | He Huxe 3-ro
S) HATBHCS MEXKCETEBOE IKPaHUPOBAHMUE. YPOBHS 3allli- | YPOBHs 3alllU- | YpOBHS 3allu-
HIEHHOCTH LIEHHOCTH IIEHHOCTH
Jns obecrieuenust 6e3omacHoro MexcereBoro B3anmoeiictsus B UCITn nos pas- He amxe 5-ro | He Hmxke 4-ro He nmxe 3-ro
6 HBIX KJIACCOB HEOOXO0AMMO UCTONIb30BaTh MO YPOBHS YpPOBHS YpPOBHS
3aIUIIEHHOCTH | 3aIMIEHHOCTHU | 3alllMIIEHHOCTH
Il CpeACTBO 3alIMTHI OT MPOTPAMMHO MaTeMaTuieckux Bo3ercTeuii (IIMB):
Peanu3oBaTh HACHTU(DUKAIUIO H ayTEHTH(PUKALINIO CYyObEKTOB JOCTYIIA IIPU BXOJIE B
CPEICTBO 3aIUTHI OT IPOTPaMMHO MaTeMaTHdeckux Bo3neiicteuii ([IMB) u nepen
1 BBITNIOJTHEHUEM UMHU JIFOOBIX OTIepaluii 10 YIPaBICHUIO (PYHKIIMSAMU CPECTBA 3aIIH- + + +

Tb1 0T [IMB 110 mapoutto (viim ¢ UCHOJIb30BaHUEM UHOTO MEXaHM3Ma ayTeHTH(UKa-
I[UH) YCIOBHO-TIOCTOSIHHOTO JICWCTBUSI JUTMHOM HE MEHEe IeCTH OyKBEHHO-
1IU(POBBIX CUMBOJIOB,
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[43

Ocy1ecTBIATh KOHTPOJIb JIFOOBIX AeHCTBUI CYOBEKTOB JOCTYMA 110 YIPABICHUIO
¢bynkuusamu cpeactsa 3amuThel oT [IMB Tonbko nocie npoBeneHust ero yCuenHou
ayTeHTU(UKAINY;

[IpenycMoTpeTh MeXaHH3MBbI OJIOKMPOBAHUS JOCTyNA K cpeacTBam 3amuTsl oT [IMB
IIPY BBINIOJHEHUH YCTAHABIMBAEMOI'O YMCIIa HEYJaYHBIX IIONBITOK BBOJA [1APOJIL;

Heo6xo1uMo npoBouTh HACHTU(UKALUIO (aiiyioB, KaTaIOTOB, MPOTPAMMHBIX MO-
IyJIed, BHEITHUX YCTPOMCTB, UCIOJIb3YEMbIX CpPEICTB 3auThl oT [IMB;

B moacucreme perucTpanuu 1 yJyera.

OcCyILEeCTBIIATh PErHCTPAIIHIO BX0a (BbIX0a) CyObhEeKTa J0CTYIA B CUCTEMY (U3 CH-
CTEMBI), JTUOO PEruCTPALUIO 3arpy3KH U MHULIMATIH3ALUH OTIEPAIIHIOHHOM CUCTEMBI 1
€e IPOrpaMMHOTO OCTaHOBa. Perucrpanus BbIXo/1a U3 CUCTEMBI WIIM OCTaHOBA HE
IIPOBOJUTCS B MOMEHTHI annaparypHoro otkiatoueHust MCII/In. B napamerpax peru-
CTpallu¥ yKa3bIBAIOTCS J1aTa U BpeMs BXoja (BbIxoJa) CyObeKTa I0CTyIa B CUCTEMY
(W3 crcTeMbl) WK 3arpy3Ku (OCTAaHOBA) CUCTEMBI;

[TpoBOAXTH yueT BcexX 3allMIIaeMbIX HOCUTENEeH HHPOPMALIMHU C TOMOILBIO UX JTF000H
MapKUPOBKH M C 3aHECEHUEM YYETHBIX JIAaHHBIX B KypHaI (YUETHYIO KAPTOUKY);

[TpoBOANTE pErucTpaIiio BX0/1a/BbIX01a CYOBEKTOB JOCTYIA B CPEICTBO 3aLIUTHI OT
IIMB, perucrpanuro 3arpy3kd U HHULUAIU3ALUN 3TOT0 CPEACTBA U €€ IIPOrPaMMHO-
ro ocTaHoBa. B mapameTpax peructpaiuu yka3plBaeTCsl BpeMs M JaTa BXOa/BbIX01a
cyObekTa 1ocTyna B cpeAcTBo 3amuThl oT [IMB uim 3arpy3ku/octaHoBa 3TOro cpe-
CTBa, a TaKXKe HJIECHTU(UKATOp CyOBEKTa TOCTYyINA, MHULIIMMPOBABIIETO JaHHBIC JACH-
CTBU,

ITpoBonuTH peructparuio coobITuii mpoBepku 1 oOHapyxenus [IMB. B mapamerpax
perucTpaiyy yKa3blBaloTCs BpeMs U JlaTa MpoBepku win oOHapyxenus [IMB, unen-
TU(UKATOP CYOBEKTA JOCTYIA, HHULIUHPOBABILETO JaHHbBIE ICHCTBHS, XapaKTep BbI-
MOJTHSAEMBIX ACUCTBUH 110 MPOBEPKE, TUI 0OHAPYKEHHOW BPEIOHOCHOM NMPOrpaMMbl
(BII), pesynbrar gedcTBuil cpencTBa 3auThl Mo 6aokupoBanuto [IMB;

[TpoBOIUTE perucTpauio COOBITHI IO BHEIPEHUIO B cpeACTBO 3amuThl oT [IMB na-
KEeTOB OOHOBJICHUI. B mapaMeTpax perucTpaiuu yKa3plBarOTCs BpeMs U AaTa 0OHOB-
JIeHUs!, UISHTUPUKATOP CYOBEKTa TOCTYIA, HHAIIMUPOBABIIIETO TaHHOE JCHCTBHE
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€€

BCpPCHUA U KOHTPOJIbHAA CYMMa IMaKCTa O6HOBJI€HPIH;

[TpoBOIUTH perucTpaIyio COObITHI 3aMycKa/3aBepIieHus: paboThl MOyl cpeicTBa
3ammtsel oT [IMB. B nmapamerpax perucrpanuy yKasslBarOTCsS BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HASHTU()UKATOP MOAYIISA, UICHTH(PHUKATOP CYObEKTa T0CTY-
11a, MHUIIMMPOBABIIETO TAHHOE NEHCTBHE, pe3ysIbTaT 3aIlyCKa/3aBepIIeHUs] PaOOTHI;

JOJKHA TIPOBOAUTHCS PErHCTPALUs COOBITHI YyIIPaBIEHUS CYOBEKTOM JOCTYIIa
¢bynkusmMu cpenctsa 3amuthl oT [IMB. B mapamerpax perucrpanuu ykasbIBaroTCs
BpeMsl U 1aTa COOBITHS YIIpaBJICHUS KaXI01 QyHKIMEH, HACHTU(DUKATOP U CTIeLU-
bukanus QyHKIUH, HACHTUPHUKATOP CyObEKTa JOCTYIA, MHUIIMUPOBABIIETO JAHHOE
JICCTBUE, pe3yIbTaT ICHCTBHYS,

[TpoBOIUTH pEruCTpaIMIO COOBITUI MOMBITOK IOCTYIA MPOTPAMMHBIX CPEJICTB K MO-
IyisM cpeacTsa 3aiuThl oT [IMB nnu cienmanbsabiM J10ByHIkaM. B nmapamerpax pe-
THCTPALMU YKa3bIBAIOTCS BPEMsI U JjaTa MONBITKU AOCTYIA, UACHTU(PHUKATOP MOTYJIS,
ueHTU(UKATOP U crienuuKanms MOAys cpeacTsa 3amuTsl oT [IMB (cnenuanbHoi
JIOBYIIKH), PE3yJIbTaT MOMBITKY JIOCTYIA,;

[TpoBOIUTH perucTpanmio COOBITUI OTKaTa it cpeacTBa 3amuTsl or [IMB. B mapa-
METpax pPEerucTpay yKa3blBalOTCS BpeMs U JaTa COOBITHS OTKaTa, Crienu(UKaIIHs
JEUCTBHIA OTKaTa, HISHTUPUKATOP CYOBEKTa TOCTyIa, HHHIIMHUPOBABIIIETO JaHHOE
JICUCTBUE, PE3YNIbTAT JCHUCTBUS;

10

ObecrnieunTh 3alUTY JaHHBIX PETUCTPALIMH OT UX YHUUTOXKECHUS HIIM MOAU(PUKALIUN
HapyILIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPAHEHUS JaHHBIX PETUCTPALMU B CIIy4ae COKPALLCHUS
OTBEICHHBIX 0] HUX PECYPCOB;

12

Peann3oBaTh MEXaHHU3MBI IPOCMOTpPA U aHATIU3a TAHHBIX PETUCTPAIMH U UX (PUITb-
TpaLuu 1O 33JJaHHOMY Habopy MMapaMeTpoB;
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[TpoBOANTH aBTOMATUYECKUN HEMPEPHIBHBIN MOHUTOPUHT COOBITHH, KOTOPBIE MOTYT
SIBIIATHCS MprunHOU peann3anuu [IMB (co3manue, peakTupoBaHue, 3aMuch, KOMITH-
JSIHsI 00BEKTOB, KOTOPBIE MOTYT cojiepxarth BIT).

14

Peanm3oBaTh MEXaHU3M aBTOMAaTHYECKOTO aHAJIN3A TAHHBIX PETUCTPAIMU O 11a0JI0-
HaM TUNOBBIX MposiBieHuit [IMB ¢ aBTomMaTnyeckuM ux OJIOKUPOBAHUEM M YBEOM-
JICHHEM aJIMUHHCTpaTopa 0€30MacHOCTH,;

15

[TpoBOAMTE HECKOJIBKO BUIIOB y4eTa (IyOIMPYIOIINX) C perucTpanueil Boiaadn (Tpu-
eMa) HocuTelei nHpopMaInu;

16

OCyIIEeCTBIIATh PErHUCTPAIIHIO BX0a (BbIX0/1a) CyOBEKTOB AOCTYIA B CUCTeMY (U3 CH-
CTEMBI), JINOO PEruCTpaLUs 3arPy3KH U WHUIIUATU3ALNN ONIEPAIMOHHON CUCTEMBI.

17

OcyIIecTBIATh PErUCTPALIMIO BBIIAYH MEYaTHBIX (rpaguyecKkux) TOKYMEHTOB Ha
«TBEpAYIO» KOMHUIO. B mapamerpax perucrpanuu ykasbIBaloTCs (Iata 1 BpeMs Bbla-
yn (0OpalieHus K MoJICHCTEME BBIBO/IA), CIICHU(UKAIS YCTPOCTBA BBIIAYU — JIOTH-
yeckoe uMsi (HOMep) BHEIIHETO YCTPOMCTBa, KpaTKoe cojepkanue (HamMEeHOBaHUE,
BUJ, IUQP, KOI) ¥ yPOBEHb KOHPHUICHINAIBLHOCTH TIOKYMEHTA, UACHTU(HUKATOD
CYOBEKTa JIOCTYIIA, 3aPOCUBILIETO JOKYMEHT;

18

OCyIIEeCTBIIATh PErHCTPALIHIO 3aMycKa (3aBepIIeHHs) IPOrpaMM | IpolieccoB (3a1a-
HUH, 3371a4), MpeIHa3HAUCHHBIX 11 00paOOTKH 3aliuIaeMbix ¢aiijios. B mapamer-
pax perucTpaluy YKa3bIBarOTCS JaTa U BpeMs 3amycka, uMsl (MAeHTU(PHUKATOP) TPO-
rpammbl (TIporiecca, 3a7anus), HACHTUPHUKATOP CYOBEKTa JOCTYIIA, 3alPOCUBIIIETO
nporpammy (Ipoiiecc, 3aaHue), pe3yybTar 3anycka (yCrenHbli, HeyCIeIHbIA — He-
CaHKIIMOHHPOBAHHBI),

19

OcylIecTBIATh PETUCTPALIMIO TIOTIBITOK TOCTYIA MPOTPAMMHBIX CPEACTB (IpOrpamm,
NPOILIECCOB, 33a/1a4, 3aJaHni) K 3amuinaemMbeiM daitnam. B mapamerpax perucrpanuu
YKa3bIBAIOTCS J1aTa U BpeMs MOMBITKH JOCTYMA K 3alIuiiaeMomy (Gaiiay ¢ ykazaHuem
ee pe3yabrara (ycneurHas, HeyclenrHas — HeCaHKIIMOHMPOBAaHHAs1), UACHTU(DUKATOD
cyObeKTa 10CcTyna, cnenndukanus 3amunaeMoro daiia;
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20

OcymecTBIATh PETUCTPALMIO TONBITOK AOCTYIIA IPOIPAMMHBIX CPEICTB K CIELYIO-
LIUM JTONIOJHUTEIbHBIM 3alllMIIaeMbIM OOBEKTaM JI0CTYIa: TEPMUHAIAM, KOMIIbIOTE-
paM, y3inam cetu MUCII/IH, muHusM (kaHamaM) CBSI3U, BHEIIIHUM yCTPOMCTBAM KOM-
MBIOTEPOB, MMPOTrpaMMaM, TOMaM, Kataioram, (aiiimam, 3anucsm, MoJisM 3amnuceit. B
napaMeTpax perucTpaluy yKa3plBarOTCs 1aTa U BpeMs MONBITKH JOCTYIA K 3allyia-
eMOMY OOBEKTY C yKa3aHHeM ee pe3ylbTara (ycIeliHas, HeyC el Has — HeCaHKIINO-
HUPOBaHHas), UACHTH(DUKATOP CYOBEKTA JOCTYIA, CIICIH(PHUKAIMS 3aIIHAIIaEMOTO
00BEKTa — JIOrHUecKoe uMs (HoMep);

21

[TpoBOANTE yueT BcexX 3allUIIaeMbIX HOCUTENeH HHPOPMAIIUHU C TOMOIIBIO UX Map-
KUPOBKH U C 3aHECCHUEM YYETHBIX JIaHHBIX B KypHaI (YYETHYIO KAPTOUKY);

22

OcylIecTBIATh OUUCTKY (0OHYJICHHE, 00e3TMUNBAHKIE) 0CBOOOXKIAEMbIX 00JIacTei
OTIEpATUBHOMN MaMSATH KOMITBIOTEPOB U BHEIIHUX HAKOMUTeNel. O49rcTKa OCYIIeCTB-
JISI€TCSl OTHOKPATHOM MPOM3BOJIBHOM 3aMChI0 B OCBOOOKIAEMYIO 001aCTh MaMsITH,
paHee UCTOIb30BAHHYIO Il XPAHEHHS 3allUIIaeMbIX JTaHHbBIX ((aiiioB, nHPOpMa-
1UK);

B nmoacucreme obecneucHUs LICJIOCTHOCTH.

OObecneynTh 1ET0CTHOCTh MPOrPaMMHBIX CpeAcTB 3amuThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTb IIPOTPaMMHOM cpenbl. [Ipy 3TOM LET0CTHOCTE CPENCTB 3alUTI
NPOBEPSICTCS MPH 3arpy3Ke CUCTEMBI 110 HATMYHUIO UMEH (HICHTU(PHKATOPOB) KOMIIO-
HeHT C3I1/1H, 1eT0CTHOCTH MPOrpaMMHOI1 cpeJibl 00eCTIeYNBaeTCsl OTCYTCTBHEM B
NCIIJ1H cpenctB pa3pabOTKU U OTJIAAKH IPOrpamMM;

Ocymiectisars puznueckyro oxpany UCII/Iu (ycTpoiicTB 1 HOcUTenel nHpopma-
I[UH), IPeAyCMaTpHUBArOIIasi KOHTPOJIb Aoctyna B momemieHust ICITIH mocTtopoHHUX
JIALI, HATMYKHE HAJECKHBIX MPENATCTBUM ISl HECAHKIMOHUPOBAHHOTO MPOHUKHOBE-
uus B nomenienus UCIIx u xpanunuie Hocutenei nadopmanmu,

[TpoBoauTk nepuoanyeckoe rectupoBanue pynkunt C3I1/[H npu u3mMeHeHnH mpo-
rpaMMHOM cpenpl U nepconana MCII/IH ¢ momMouipto TeECT-IporpamMM, UMUTUPYIOILHAX
nonsiTku HCI;

JOJKHBI OBITh B HATMYUM cpenicTBa BocctanosyieHust C3I1/1H, mpexycMaTtpuBatomiye
BEJICHUE JIBYX KOTIMI MPOrpaMMHBIX CPE/ICTB 3aIIMTHI HH(POPMALIUHU, UX TIEPHOIHYe-
CKO€ OOHOBJIEHHE ¥ KOHTPOJIb pabOTOCIIOCOOHOCTH;
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ITpoBOANTH MPOBEPKY IETOCTHOCTU MOAYyJEl cpeacTBa 3amuTsl oT [IMB, Heo6xo-
JMMBIX JJIS1 €T0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IIPH €0 3arpy3Ke ¢ UCIOIb30Ba-
HUEM KOHTPOJIbHBIX CYMM,

ObecnieuynTh BO3MOKHOCTH BOCCTAHOBJICHUS cpeficTBa 3amThl oT [IMB, npenycmat-
puBarolas BEACHHUE JBYX KOIMI MPOrpaMMHOI0 CPEICTB 3alIUThI, €T0 MEPHOInYe-
CKO€ OOHOBJIEHHE ¥ KOHTPOJIb pabOTOCIIOCOOHOCTH;

Peann3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHUH CpECTBA
3amuTsl oT [IMB ¢ ucrnonb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOE KonupoBanue [1/[H Ha oTUykMaeMble HOCUTENU HH(DOPMAIIHH;

B moacucreme aHTI/IBI/Ip}/CHOI\/'I 3alUTHI.

IIpoBOAUTE aBTOMATUYECKYIO NPOBEPKY Ha Hanuuue BII ninu nocnencreuii [IMB
npu umnopte B UCII/IH Bcex mporpaMMHBIX MOAyJIeH (MPUKIaJHBIX IPOTPaMM), KO-
TOpbIe MOTYT cozepkath BII, Mo ux TUNOBBIM 1a0I0HAM U C TIOMOIIBIO SBPHCTHYE-
CKOI'0 aHAJIN34,

Peanu3oBaTh MEXaHU3MbI ABTOMAaTHYECKOTO OJIOKUpOBaHUs 0OHapykeHHBIX BII 1my-
TE€M UX yJaJI€HUsS U3 POrPAMMHBIX MOAYJIEW WIIM YHUUTOXEHUS;

PeryssipHO BBIONHSTE (TIpH TIepBOM 3amycke cpencts 3ammthl [/ ot [IMB u ¢
yCTaHABJIMBAaEMOH ITEPHUOIUYHOCTHIO) IPOBEPKA HAa peAMET Hannuus B HuX BII;

JlomkHa MHULMUPOBAThCs aBToMarnyeckas nposepka MCII/IH Ha npenMeT Hanuuus
BII nipu BesiBennu pakra [IMB;

Peanu3oBaTh MeXxaHM3M OTKaTa JUlsl YCTaHABIMBAEMOIO YHCIIA ONEPAlUi yAAICHUS
BII u3 onepaTMBHOM WM IOCTOSIHHOM IMaMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IIPU-
KJIAJHBIX ITPOTPaMM MJIM IPOTrPAMMHBIX CPEACTB, conepxkamux BII.

HononaurensHo B UCII/IH nomkeH IpoBOAUTHCS HENPEPBIBHBIN aBTOMATHUECKUN
MOHUTOPHUHT WH(HOPMAITMOHHOTO OOMEHA C BHEIIIHEH CEeThIO C 1eNbIo BhisiBieHus BIL.

VI

KonTpons orcyrcrus H/IB B I10 C3U
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Jlnist mporpaMMHOTro o0ecrieueHts, UCTIOIb3yeMOoro pu 3amure nadpopmarmu B UC-
[T (cpencts 3auuTel nHpopMarmu — C31, B TOM 4uCIie ¥ BCTPOSHHBIX B 00IIECH-
1 CTEMHOE U TIPUKIIAJIHOE TIporpaMMHoe obecnieuenue — [10), nomkeH ObITh 0OecneyeH + + +
COOTBETCTBYIOLIMI YPOBEHb KOHTpOJIsi oTcyTcTBHs B HeM HJIB (He nexmapupoBan-
HBIX BO3MOKHOCTEH).

Vil Oo6napyxenue sropxenuii B UCI1JIxn

OOHapyxeHHe BTOPKEHHI JODKHO 00eCTIeYMBaThCS IIyTEM UCIIOJIB30BaHUS B COCTa-
Be VICII/IH nporpaMMHBIX WJIH IIPOTPaMMHO-aNIapaTHRIX CPeACTB (CHCcTeM) OOHa-
pyxenus Bropxenuii (COB).

Heo0Oxoanmo o6s13aTebHOE UCIIOIB30BAHUE CHCTEMBI OOHAPYKEHHUSI CETEBBIX aTak,
MCTIOJIb3YIONIHE CUTHATYPHBIE METO/Ibl aHAJIN3A

Heo0Oxoanmo o6s13aTenbHOE HCIIOIB30BAHUE CHCTEMBI OOHAPYKEHHUS CETEBBIX aTak,
WCTIOJIb3YIONIHE CUTHATYPHbBIE METO/Ibl aHAJIN3a M METO/IbI BBISIBJICHHSI aHOMAJIHIA
VI 3ammra UCI1/In ot IIDMUH

Jiis 06paboTku nHpopmanuu HeoOxoauMo ucros3oBate CBT, ynoBnerBopstomniue
TpeboBaHUsAM cTaHAapToB Poccuiickoit denepariu 1o 31eKTPOMarHUTHONW COBMe-
CTUMOCTH, TI0 0€30IIaCHOCTH ¥ 3PTOHOMHYECKHM TPEOOBAHUSM K CPEACTBAaM OTOO-
paskeHust HH(OpPMAIMH, IO CAHUTAPHBIM HOPMaM, IPEAbABISEMBIM K BUICO0IUC-
wieitHbIM TepmuHanam [19BM (ranpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Omnenka cootBerctBust UCIla TpeboBanusm 6e3omacHoctu 110

[TpoBectu 00s3aTeNbHYIO cepTH(UKAIHIO (aTTeCTaI|Io0) 0 TpeOOBaHUSIM Oe3omac-
HOCTH HH(OpMaIuy;

JleknaprpoBaTh COOTBETCTBHE MM 0053aTEIBHYIO CEPTUPHKAIIUIO (ATTECTAIUIO) IO
TpeboBaHusIM Oe30macHOCTH HHpopMaluK (0 PEIICHUIO OTIepaTopa);

[Mpumeuanue: s UCIIIH 4 knacca nepeueHs Mmeponpustuid no 3amute [1/{H onpenensiercs B 3aBUCUMOCTH OT yiiepoa, Ko-

LE

+ - -

TOprfI MOJKET OBITh HAHECEH B CJICACTBMH HCCAHKIIMOHHUPOBAHHOI'O MJIM HEIPECAHAMCPCHHOT'O I0CTYIIA K HI[H
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